Technical Paper

(%]

£

..m c

g 2

ESes :

KL Es g
L}

Aton <

T

«EES 5

ce? 53

mgf 2 Q=

Q== Qgn s BE&
IeE e [e) =

oM, &= & 8860 >3
Raego V3 o

Eedn o 22288 3
Qpeut 2 §5EcT —
L d0 S5 TmESR Q
=341V 35 £38ss o







THE ROLE OF ALARM MANAGEMENT FUNCTIONS
IN THE ERGONOMIC DESIGN OF CONTROL CONSOLES

BY

Grant O. Provins

Introduction

The roe of aarm detecton presentaton and
management is essent al to the proder use of the video
based operator consoles n Distributed Processing and
Control (DPC) systems The widesp’ead use of Cathode
Ray Tube (CRT) based Computer / Human Interfaces
(CH ) as the pr mary means of mon tor ng and/or control
access to both Batch” and Continuous’ processes, has
encouraged system desgns n which arger and larger
quant t es of data become the respons bil ty of a fewer and
fewer number of operators Not ony has the quantty of
rea time facts about the process ncreased, but the types
and formats of th s raw data have a so great y expanded
Many new system designs represent a huge increase nthe
leve! of sophistication not only in terms of raw data to be
processed into nformat on buta so nthe complex ty of the
relatronsh ps between various data tems presented to the
user Ths dramatc expanson n quantity type and
interre ationsh p of nformat on, w th the attendant ncrease
n the compexity has e evated the data acquis ton and
aarm management functons of the operators graphc
display console to a cntical ergonorric design parameter
for the safe operation of any arge sca e process

Other factors wh ch may add to the comp ex ty of the
nterface between the human operator and the DPC
system of a arge p ants that the operator somet mes must
nterpret and take appropr ate t me cr t cal act on based on
data and information which may be coming from dissimilar
types of systems formatted differenty and presented n
diverse graph ¢ styles on separate dispiay systems

Ideally, a of this informat on thal is presented to the
conso e user shoud be acquired, processed for alarm
status and otherw se managed tn a un form manner A arm
information must be closely integrated with the console s
ab ity to represent that data to the operator i clear and
meaningful ways that are consistent regardiess of the
source of the nput data The system must in a manner
become an ass stant that acquires, analyzes prortzes,
and f need be, gudes the user (lthe operator) to the
nformaton necessary for him to make the proper
operational decisions

Historlcal Perspective

To understand the m xture of functiona demands that s
now expected from CRT based contro consoles tn modern
DPC system control rooms it s helpfu to understand that
n the beginn ng, these CRT based nterfaces were sold as
‘A means to reduce the 12 m (40 ft ) of pane board into a
48cm (19 n)screen Unfortunately, nmany ofthe eary
CRT based control rooms designs that imhal descnption
was painfully accurate in terms of the amount of thought
and des gn effort thal was expended n the operator
nterface requirements of th s emerging med a for man /
machine nteract on

Some of the early CRT systems s mply presented a
continually scrolling list of the current plant data with no
attempt to assist the user n interpretingthe mean ngofth s
data These data loggers were ntended mainly to prov de
s mp e data scanning and recording funct ons The pr mary
goa of suchdev ces wastoe mmate the need for humans
w th ¢ pboards and penci s to phys cally wa k around the
pantand capture operatng data

Ear y attempts to improve this data logger funct onal ty
ncluded text displays which closely mim cked the ex st ng
panelboard contro stations and sw tches Eary systems
used many pages’ of these stat ons and sw fches d splays
to dup rcate the panelboard functon Later, the concept of
using s mp fed p ctures or schematics of the process as
control displays soon gained acceptance and brought the
graph ¢ CRT to the foca po nt of the contro room The
advent of powerful m croprocessors and therr attendant
decrease npr ce/perfcrmance rat o, edto the stand alone
CRT based integrated contro system console

Atthe same t me that graph ¢ CRT d sp ay systems were
being used to reduce the panelboard area of control room
interms of gages meters and switches there was a steady
increase in both the type of useful information available for
operations and the methods used to transform data into
usefu operating nformation

On L ne ana yt cal, spectrographic, aswe as nferent al
types of nstrumentaton became ava lable for use n the
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ref nement of the contro app icat on and the extens on of
equpment fe Rea time performance analys s, process
modeing and statstca process and qua ty contro
(SPC/SQC) cacu atons aso became pcssbe Greater
understand ng of the app cations and the nature of ther
contro, mandated the nsta ation of addtona prmary
nstrumentation in some cases Proper use of all this
nformaton coud a ow a sk ed operator to mon tor and
contro! the process to t ghter parameters and to ach eve
hgher and h gher goas of productvty Once ach eved,
these new leve s of product v ty became the base f nes for
future expectat ons and enhancemems

The Operator’s “Assistant”

At the focus of this array of data and potenta
productiv ty ga n f ow ng nto the contro room, the operator
becomesthes ng e, mostcrtca var ab e nthe safe contro
of the productvty, ava ablty and proftab ty of any
process control operaton The human capacity for
process ng nformaton s at best magntudes ower then
what s requ red to mon tor and corre ate th s huge data
stream as ¢ funne s nto the contro room n order for the
operator to be able to succeed nths nformat on packed
env ronment the operator s v deo disp ay conso e must be
fu yintegrated w th the data acquis tion and contro system
to the po nt of becom ng the operator s trusted Ass stant

An ana ys s of operator funct ons for any arge contro
app caton qu ck y establ shes that CRT based Computer
Human Interface (CH} systems must be capabe of
reducing the complexity of the data presented to the user
Advanced techn ques ndata group ng niormat on sorting
and status prortizng of ths data nto terms that are
re evant to the current s tuat on and status of the process
are requred The use of the atest ceveopments n
ergonomcs and human b otechno ogy to convey ths
nformat on to the operator are on y part of the answer The
ab tyofthe operators ass stant tore aby mon tor those
thousands of data po nts that the human operator s not
observ ng at any g ven moment. and to tr ng the re evant
changes n the condton of the process to the operator s
attent on quickly and unerrngy s the h dden factor n the
ergonom cs of console des gns

mp ementaton of consoes desgns ut zng crtera
developed through the study of human physca
parameters and cogn t ve percept on as a means to reduce
operator siress w benu fied fthe resu tantdev ce s not
perceved and trusted by ts user to brng reevant
nformaton to hs attenton qucky and predctaby
Addtona y hs assstant’shou d eadorprompth mtothe
proper dspays or functons necessary to resolve the
aarmed condton nthe east traumat c manner
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Architectural Considerations of Alarm
Management

The arch tecture of the DPC systemw  to some degree
determne the ab ty of ths man/machne nterface to
prov de these Operators Ass stant' funct ons Some DPC
system archtectures attempt to accomp sh alarm
process ng n an od fash on centra zed a arm detect on
fac ty (sometmes ntegrated with the system h storan
functons) Ths approach can resut n the same set of
€eng neer ng comprom ses that restr cted the centraized
DDC & DAS (D-ect Dgta Contro & Data Acguston
Systems } of the 70 s and eary 80's These restrctons
wh ch nc uded data throughput and process ng as wel as
resu ted nthe modern D str buted Process ng and Contro
{DPC) concepts and caused DPC systems to become the
dom nant process contro s cffer ngs of the later ha f of the
80sand 90 s Many central 7ed a arm process ng systems
are mted ntherate atwh chthey canacqu re (po ntscan)
process and test the po nts n the system Sometmes ony
a subset of system po nts can be a arm mon tored Some
archtectures can only provde mted aarm types or
restrct the ab ty to prortize or group aarms nto
~ea~~g'u casses or cogntve gro.ps at dfferent
consoes around the system A of these restrctons
requ re ergonom ¢ compromises to the CHI of the contro
conso e

A of the des gn crtera wh ch fed to the deve opment
and domnaton of mut processng archtectures for
Dstrbuted Contro Systems are asoc va d for Data
Acqu s t on Systems and are mperat ve for ntegrated DCS
/ DAS systems A arm test ng and detect on must be done
at the d strbuted processcr level n order to acheve a
usefu rate of test ng (a arrr detect on reso ut on ) and the
quartty (a! ponts n the system) of aarm mantorng
required to support the operator n monitor ng the process

Alarm Detection Methods

A arm management beg ns w th a arm detect on at the
owest eve possbe n the DPC system Some of the
common forms of alarm detect on are eve andmut eve
Leve aarmng s mply comrpares a mon tored va ue wth
pre confgured mits and generates an a arm status when
a Hgh or Low eve s exceeded Mult evel s an
enhanced form of eve a arm process ngthatquant f es the
degree of montored varabe varaton by means of
ncremental va ues above the prmary Hgh alarm evel
and be ow the primary Low’ aarm eve

A usefu varaton of smpe aarm eve processng s
varab ea arm eve s nwh chthe va ue used as the pr mary
aarm eve s tsef a dynamc vaue derved from other
eements n the system Ths techn que allows the alarm



levels for a measured var ab e to track the operating eve

feed rate or oad rate of that area ot the process This s one
way of prevent ng ‘nu sance aarms dur ng start-up or low
eve sofoperation Asinfxedmut levelalarming, varab e
mult level alarming tests for the addit ona levels of alarm
atspecfed ncrementa eve s above and be owthe va ues
currently be ng used forvarabe Hgh and Low'aarms

Level alarm detecton is one of the most widey used
methods of determin ng a process excurs on, and drawing
the operator focus to t

Devaton aarm detecton s in essence a vanaton of
variable level alarming The current value of some other
varab e nthe system (rea nputorca culated ) 1s spec f ed
asthe reference’ to determine this points alarm status A
percentage bandw dth above and bo ow ths reference
vaiue is calculated n real t me and used as the mon tored
varab es high and ow dev ation alarm eves As ong as
the mon tored var able follows the vaiue of the dewiat on
target wth n specfed percentage I mts, no aarms are
generated But f the equvaency between these two
va ues (monitored and reference) fails to rema n w thin the
spec fedpercentage, adevatonaarmcondtonw exst

Rate aarmng s a means of having the system
determine ifthe manner that a var ab e 1s chang ng swthn
pred cted rate of change (engineer ng unts / tme umit )
boundaries This allows the ‘operators assistant ta not
only montor the reatvey quescent operaton of the
process at an established operating levels but also to
mon tor the process wh e t s chang ng eve s of operat on
or modes

Another method of calling the operators attention to an
ongo ng var at on of amonitored var ab e store assertthe
alarm after a conf gured amount of tme Th s functon s
nvoked only f the montored varabe has remained n
a arm past a pre confgured amount of tme Th s method
insures that ower pr or ty a arms do not become effect vely
bured by be ng pressed ower in a chronologic a arm by
equal or hgher prorty tems that have snce been
reso ved

Nuisance Alarm Prevention Methods

Because operator confdence n the credblty of hs
alarm system s cnit ca to the computer / human nterface
concept nusance oOr inapproprare aarms must be
mnmzed An alarm system which crys wot very often
w ncrease the operators stress by reducing his
confdence that the system w ass st hm properly nths
comp ex occupation Aarm cutouts which dsable the
aarm process ng when pre conf gured condtons n the
process are tested and found ‘true’ can sgnfcantly
reduce the fase aarms (If the pump s not running, don't
alarm the low pressure n the output hine )

Another way of preventing aarms sto nvokea chatter
titer on a variable wh ch cont nual y cyc es nto and out of
aaarmcondition Th st me based function s nvoked when
a montored var ab e repeated y crosses nto and out of
des gnated a arm evel A less sophist cated a arm system
can aftempt to prevent these types of false alarms by

ncreas ng the deadband of alarm eve

Note: Deadband may be def ned as a value bywh chthe
mon tored variable must be ower than a hgh aarm imt,
or fugher than a low alarm hmtt, before that monitared
varable srecogn zed as hav ng returned to the next ower
alarm state or nominal (non alarm) state

A chatter filter function i1s usually defined in terms of
event crossings per unt of time  and ma nta ns the act ve
alarm as long as the number of alarm state cross ngs per
tme unit s exceeded Ths means that the system g not
desenstt zed to detect the level alarm cond t on should one
occur Butth sf fterdoes prevent false mutt p e a arm status
changes when a confact bounces or a contro oop s
%seek ng& near an aarm eve

Console Alarm Grouping Methods

Once the alarm condition has been determ ned, the
reatonshp of ths nformat on to other plant data must be
determ ned Normally ths s accomphished by group ngall
the nformat on com ng from a common area of the process
together at the users CRT conso e Since indivdua data
anda armcond t on may be the critica respons bi ty of one
operator (conso e} bul ony informaton to another The
assoc ation of any part cu ar datum to other data must also
be a owed to be d fferent at one conso e to another n that
system Ths w requ re that each consoe be abe to
assgn oca groupngs and have a tota y independent
means of priontizing and responding to both individual
contro po nts and sets of data Each conso e must a so be
capabile of notifying the other consoles in the systemofits
actions w th reference to data po nts that are common

Alarm Routing and Console Prompting Methods

Because these conso e group ngs and data assoc at on
techn ques areva dforbothnorma nformat on “brows ng
by the operator as well as alarm annunciations and
response promptng by the system ther estab shment
provides a useful ergonomic means of reducing the
operators ttme to access nformaton These groups or
areas can be related to logical functions within the process
or even geographica process boundanies As members of
pre defined groups or areas the alarm status of a number
of ndvidua po nts w th n the group can be condensed and
used to summar ze tre alarm status of the group as a
geograph¢ or ogca entty that the group represents
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These summary po nts, nturn can be used as e ements
nplantorfac ity overv ews oras ndicators or annunc ators
of crtcal alarm conditions n the summary area By
ntegratng these annuncators wth dspay selecton
buttons one method of automatica y routing the operator
to the proper d splay can be ach eved

A method of operator prompting and d sp ay se ection
can be imp emented by the use of a arm summaries w thn
the consoe areas or groups These summares are
normaly presented to the user sorted nto chrono og cal
order Anothier oplion s @ sart therm by pre estabkshed
prorty wthn the group For each entry ncuded n an
aarm summary an ndvduaized comment can be
nc uded to prompt the operators act ons nresponse to that
specifc condtion Promptng the reference to other
nformation in the system ( e “Check drum eve ) as we
as adv s ngd rectacton (e Disengage pump actuator ) s
also supported n ths manner Se ecton of the prmary
graphicd splay offering access to the contro of the alarmed
control point is achieved directly from the alarm summary
by cursor entry or ndcated button seecton These
methods can be used to reduce the tota ty of the p antw de
or process wae aata spectrum rto s “ipised decson
trees for the conso e user

Anaarmcond ton s re evance to an nd v dual operator
(conso e device) can then be determ ned and d sp ayed by
referenc ng t aganst other condtons n that operators
responsib ity The assignment of priority within the groups
of an ndvdua operators responsb ty can aso be
accompshed (at that console) and that operators
ndvdua response prompted by pre confgured aarm
comment or hopeful y inthe notso distant future an expert
system response

Summary

This paper has attempted to show that the functiona ty
of the aarm detecton processng analyzing and
presentat on of a D str buted Process ng & Contro system
data s a key parameter n the ergonomc¢ design
consderatons for contro consoles Ths aarm
management functonaty s a prmary eement in
maxim z ng the Computer to Human nterface (CHI) for
these systems The concept of the ntegrated console
aarm system as trusted Operators Assstant n the
momtorng and safe profiab e operat on of a process has
been ntroduced a ong wth a group ng' methodo ogy for
reduc ng p antw de data to manageab e terms As a result
t1s hoped thatthe ro e of a arm detect on presentation and
management and ts essenta nature to the proper use of
the vdeo based operator consoes n D strbuted

Processng and Contro (DPC) systems s better

understood
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