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The Role of Communication Networks in Strategic Process Management

by Thomas J Fink GrantO Provins and James R Rege

OVERVIEW

The paper wl discuss the difference between
Plantwide Business Management Networks and Plantwide
Process Control Networks Itw  a so present a means of
unfyng them nto a Integrated P antwde Informaton
Architecture

OBJECTIVE

The purpose of ths paper s to nvestgate the
re atonship between commurnicat on networks des gned
for Bus ness Information and Management Systems {Locat
Area Networks or LAN s) and those des gned for P antw de
D str buted Process ng and Contro Systems (DPCS) The
tundamental d fferences between these commun cat on
network design requirements and the d vergent goals of
eachw libe d scussed a ong w th an arch tectural approach
to sovng the resutant enterprise wde integration
cha enge

INTRODUCTION

t s becom ng a general y accepted fact that enterprise
wde ntegrat on of every aspect of data from the pos tion
of an indiv dua sw tch to the most soph st cated market ng
forecast or product schedul ng software report sdes rabe

n fact, ths enterprse wide ntegraton s perce ved by
many as the mnmum requrement for surviva of
commod ty producers n the near future The ncreasng
rea ty of the gobal marketp ace s driving managers at
every eve of an organ zat on to f nd ways of making each
phase of ther operat ons capable of do ng more, faster,
better and at ess cost As each member of a group of
compettors comp etes ther ncrementa step by step
ref nemant of the phystcal means of production they all
draw ¢ oser and closer together n producton cost t s at
th s point that the penefts of p antw de ntegraton aong
with infarmation and decision management will become a

major contributor to the cost d fferentia between these
competitors and therefore the paramount determinant of
w nners and osers n these g obal markets

The ability to support enterprise wide commun cation s
a prmary requrement of ths age where nformaton
management becomes a means of cost conta nment and
product dfferentaton The ablty to move precse
nformat on in a time y manner both from the pontoforgn
to the decision maker (man or mach ne) and then to take
the resultant dec sion to the pointof mplementation qu cky
w be the new competitive edge

In order to achieve th s goa of ntegrated process and
management nformation and therefore achieve the
resultant strateg c compet t ve advantage, a hardware and
software env ronment s requ red thatw prov de not only
prmary and supervsory contro but additonay the
ntegrat on of re evant informat on that ranges from the
most elementary sens ng device n the pant to the most
soph stcated bus ness analysis, plannng and decson
support too s n the corporaton Such atoo can be ca ed
a Strateg ¢ Process Management System or SPMS

Th s SPMS env ronment s requ red because of the t me
critica nature of data and ts effect on product vity
throughout the organ zaton As data from the un t/p ant
ages tbecomes ess and tess ab e to effect the operatng
cond t ons of that umt/p ant and the qual ty or quant ty of the
product be ng manufactured now The use of yesterdays
data to make decisians about how to operate today will
over ime have a stalistica benef t for ncreas ng the ong
term product v ty of the operation Butths statstca gan
will be innately mited n its ability to control vaniation by the
w ndow of time def ned by the stat st ca sample per od and
the time requ red for the results of that sample per od to be
usable for control correction



The contro ofon nevarab ty nreal tme s n tsef
one of the most hghy everaged areas for product v ty
gans n any of the mass producton operaton Ths s
because the ab ity to see and prevent the cont nued
product on of the wrong or off spec f cat on product creates
the opportun ty to correct t ntme, and theefore save the
run batch or ot Addtona y # also prevents the added
t me/resource oss ncurred by hav ng to store the wrong
product and make the r ght one ortodo taga n Therefore
the ab 1ty to get the data or nformat on to the peop e who
need t and to get t there when they need t s a strategic
compet tve advantage To state ths n another manner
every m nute ostmak ng e ther bad orthe ncorrect product
s actua y two m nutes lost because of the attendant need
to make the nght one or to redo the bad praduct correcty
Converse y every m nute gatned by the tmey ava ab ity
of nformation and dec sions has the potent a to doub e
the advantage over the (non ntegrated) competit on

INFORMATION SOURCES

There are many types and sources of nformaton
ava abe in the dstrbuted processng and controls
systems Data about the actua process as we as
nformat on about the control system tse f 1s deve oped at
this eve Product mode ng optmzaton energy
management and performance anayss as we as
real tme statstca (SPC/SQC) informat on may also be
deve oped at this level, depend ng on the power and the
eve of soph st caton of the DPCS

n contrast, bus ness data and nformaton s usua y
deveoped n the hgher eves of the operaton usng
custom or commerca software packages execut ng on
genera purpose computer systems and networks Data
from ab anayss operatons optmzaton ma ntenance
management nventory contrc pannng, custom
procurement systems as we as other product schedu ng
order entry and purchasing nformaton systems are
accompl shed n th s separate bus ness envronment As
stated ear er the means of ntegraton of these var ous
types and sources of nformat on sreferredtoasastrateg ¢
process management system (SPMS) It sthe ntegration
of these that forms the bas s of Strateg ¢ nformation Ine
s ngle most dom nant factor current y 150 at ng these forms
and types of nformat on from each other s that each data
type or data set 1s on a commun caton system that s
ncompat b e w th the other

The og cal quest on m ght be asked as to why not use
Jjust one commun cat on system? n fact many attempts
have been made to create a s ng e commun cat on system
to do both funct ons Unfortunate y the design cr tera and
nfactthe design goa s of the two network types arenoton y
vasty d fferent but in some attr butes they are mutua y
exclus ve

The follow ng chart | ustrates just some of the major
d fferences that make these two commun cat on systems
ncompatib e

Pr Communication Sy

vs. Business C

rication Sy

Tme Cnt cal Response
Fast,Short messages
Redundancy Mandatory
R sk of Bad Data

Data Secur ty Imperat ve
Predetermined # of user’s
Rapid Request/Response V ta
Muitip e dest nat ons/message

Non Determ n stc Response T me
Frequent Large File Transfers
No Redundancy

R sk of Bad Data (Safety & Equp )}
( nconven ence)

S mple Fie ntegrty tests

Random # & Pattern of user s
Cost/Drop Key dec s on po nt
Multip e Vendor Env ronment
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DISTRIBUTED PROCESSING AND CONTROL.
COMMUNICATION NETWORKS

Maximizing process data responsiveness and
throughput to ensure fast and complete real-time data
where and when t s needed has been a desgn goal
cont nuously evolved and enhanced over many years
because these items are vita to an eff ¢ ent Distr buted
Control System Coupling the atest nava lable techno ogy
wth nnovaton has effectvey solved the pnmary
requ rements such as datasecur ty, redundancy,re ab lity
speed deternunistic response and others Maximizing
real’ data throughput by mnmzng overhead and
unnecessary data transfers ywelds the most effective
process commumicaton network possbe This 1s
accomplshed by employing excepton reporing
techn ques {(only transfer values wh ch have changed by a
defnable amount) multpe destnaton techniques
(forward the same phys cal message to ail users needing
t} mutipe vaues per message (combne a exportng
values leaving at a particular drop into a single message)
and a Buffer Insert on Commun cat on Network Protocol
{ak a an All nodes are masters protocol See Reference
#5) for responsiveness Each message contains a header
def ning the message contents, the node addresses and
actual user destinations for each of the potentialy multp e
destinations for each value The values aong with thew
alarm, quality and status as well as reporting time are
ncluded n each outbound message Mut ple checksums
across subsections of the message as well as a total
checksum for the ent re message ensure data integrity

BUSINESS COMMUNICATION SYSTEMS

Although a typ cal bus ness communicat on system {1 e
EEE 802 3 Ethernet) bandw dth of a 10 MB would seem at
first glance fast enough to handle most DPCS data transfer
needs, the tme deterministc data and data securty
required for safe process control alone would warrant
solatng process data transfers from informaton data
transfers (Cons der the cost of just one shutdown due to
a p ece of data not getting where ts needed ntme)

Some of the many tems that demonstrate the opposing
des gn requ rements for a bus ness network from a DPCS
communication networks are the Business networks
non-specific access tme and typica snge destnation

message routng Busness communcaton systems
typically requre a protoco that alows many users to
connect and disconnect somewhat random y Because of
this prerequ site, the protoco s that are most successfu are
the ones which regure Wttle or no pre—structunng This
genera y reso ves tse f to a scheme where possession of
the commun caton channel 1s the only and therefore
hghest prority’ These protoco s offer no guarantees that
any individua user will get access n a specifictme Infact
802 3 does not guarantee that any specific user wi ever
get access, it presumes that he w Il based on a statist ca
average over time

if we define determimistic as having a predictable
guaranteed t me response t mp es that a message gets
to its dest nat on n a pred ctable cons stent t me frame A
non—determin st ¢ bus ness network can be kened to the
ma | system where your message s sentand wil probaby
get there somettme A determnstc DPCS
commun cation system mustbe ke the telephone system
where your message is sent, recewed and confirmed
now

For avery stm arreason s mp e point to po nt message
transfer wh e obvious y not the most eff c ent or timely
means of keeping multip e dest nat ons updated s much
easier to support n a business communicaton network
that has users randomly appeanng and disappearing
Contrast that wth the DPCS commun cation systems
constant requirement to send almost every value to
mu tple dest nations ( e anyvauethat susedinmutpe
consoles or multip e contro loops with n the system )

THE INTEGRATION DILEMMA

These tems are lustrated notto nd cate that one type
of commumication system is better than the other, but
rather to highl ght the gross d fferences between them
Each need to be des gned for a very different task

The diemma ncurred by any attempt to des gn a single
al encompass ng commun caton system s of course
where do you make the concess ons? Continued attempts
to reconcile these two diverse communication system’s
requ rements have resuited n compromised networks that
accomphish nerther set of funchons well or completely



THE SPMS ARCHITECTURE

This s the pont that the simplicty of the SPMS
arch tecture addresses Accept the necess ty of a dua
network and prov de appropr ate gateways between them
Use a wdey accepted w ndow ng techno ogy standard
(ke X wndows) to support access to both the
business/management data and norma process conso e
functions from the process A so needed s a gateway to
prov dedataaccessbi d rect ona ly between the business
network and the process network This seemingly simple
approach s the best soluton currently avalable wth
ex stng technoogy Lets not forget that the goa of an
SPMS system s not to re-structure the company to the
communication system but rather to structure the
commun cat on system to the company Thsdua network
architecture a ows for control ed w ndows of nformat on to
fow eas y between the bus ness and process areas of the
company but mantains each departments needs and
operatona methods of work Addtonay the dual
network approach aso supports the maintenance of
informat on secunty where necessary Few compan es
want therr accountants changing a setpo nt or conversely,
the r operators chang ng payro s

Real tme process data can be comirunicated to the
business or other hgher leve packages as we as
nformaton from the bus ness or h gher level packages
communicated drecty to the process or process
operatons nmany plants e ements of each or bothtypes
of commun cat on networks aready ex st and under the
dua network arch tecture they can be expanded

Use of ths dual network arch tecture as approach 1o
ach ev ng the SPMS goa s protects the best features of
both the process control communicat on network and the
bus ness nformat on network

The four key e ements of th s SPMS arch tecture are

1) A secure, determnstic h gh speed process contro
commun cat on network

2) A range of high speed secure network gateways

3) Dua network operators consoes usng a w dely
accepted w ndow ng’ techno ogy

4) A low cost per drop large transfer fi e capacity
multip e computer vendor supported LAN

The D str buted process ng and contro network and the
bus ness/management LAN have been discussed. the
remanng tem are the gateways and the dua network
conso es

THE ADVANCED COMPUTER INTERFACE UNIT

in some appl cat ons the reporting of process data to
hgher eve app cation programs such as data acquis ton
reconclaton or hstoran packages, must be
accomp shed n ahgh speed snapshot manner As the
ability to manage larger and larger sets of ths data
ncreases, the requirements for faster drect
commun caton nksbecomes apparent ndustry standard
aternat vestothe ser a RS232 19 2Kbaud | nkoraparale
|EEE 488 250 KByte/sec ink will be required in some
cases The AC U shoud provde hgh speed access to
process data through a Small Computer System mierface
(SCS) The SCSibus s an ndustry standard high speed
parallel bus that can can operate 4 Mbytes per second
Th s type of nterface 1s ava ab e on most general purpose
computer arch tecture  The AC U n th s manner prov des
adeterm n st ¢ bus structure prov d ngthe ab ty to support
a wde range of tme crtica nterfaces to computer or
computat ona dev ces

THE NETWORK GATEWAY INTERFACE

Provdng process data to nformaton networks or
nformat on trom bus ness NEIWorks 10 tNe process contro
system n a cost effectve method has suggested the
Network Gateway nterface (NGI) The NGl prov desd rect
support to an Ethernet ( EEE 802 3) communcaton
network whch s the most wdey nstaled hardware
protoco standard for Local Area Networks wor dw de The
NG should provde embedded Transmsson Contro
Protocol/internet  Protoco!l  (TCP/IP) or Local Area
Transport (L A T) protoco format It should aso have a
modular desgn so t can be expanded to support other
formats protoco s and functons as they are defned or
requ red

Bes des speed or poss bly v rtua tags (ca foravaueby
tag or po nt name not address) an mportant concept of
both a Network Gateway Interface or a Computer interface
unt s the asynchronous operation of data transfers
between the process contro system and a requestng
computer Functona y tre NG holds or mantains a
m n ature data base of all requested values These values
are senttothe NG by the process control system based on
mut vaue mut-cast messages as expaned ear er
The update of the m n ature data base s accomp shed by
exception reports when the data changes On the
computer sde and asynctro~ous to the DCS
commun cation network actua transfers are determ ned
by the phys ca /Q channe s capacty and the ab ty ofthe
user device to accept and process the rece ved data Ths
approach of decoup ng of the DPCS commun caton
network from the externa data users communcaton



channe a ows each network to operate i ts norma
manner Qutput channel capacity to the non—deterministic
device can range from 0 to 4 Mbytes per second with no
adverse affects on either network due to the queuing nature
of the NG

"WINDOWING"” AND THE DUAL NETWORK
OPERATORS CONSOLE

The ast major p ece of the p antw de commun cation
needed to comp ete the SPMS architecture s anoperator s
conso e supportng both wndowng' technoogy and a
dua nemwork nterface Alongw In prov a nga comp ere set
of standard conso e contro and mon tor ng funct ons such
as process graphic displays alarm management report
generaton summarnes ogs. archval storage and
retrieval trending, etc this console effectively links the
nformation requ rements of the operator for both process
control and the bus ness env ronments together

The dua network console connects drectly to the
Process control commun cat on network on the one side
and to the Loca Area Network on the other Here rea -t me
data for control and montoring s processed on one
network asychronous to nformation excnange w th the
bus ness or h gher eve app cat on packages on the other
network

Aso requred s a widey accepted, non-—propr etary
windowing technology (itke X Windows) to provide the
mechanism to support the process operators abi ty to
nteract as needed w th h gher level appl cation packages
or with busness nformaton systems Usng hgh
resoluton screens and a fu X W ndow graphic display
system mpementaton process dspays are avalable
from the conso e tself, from other conso es on the network
or from any computer app cat on on the LAN that conform
to the X standard These dsp ays can be vewed as a
w ndow by not ony the process operator, but by other X
termina dev ces on the LAN

APPLICATION PACKAGES

A s gn f cant feature not deta ed n this paper but none
the less noted for its mportance 1s the apphcaton
env ronment thatth s overa arch tecture prov des Having
a conso e that can access software runnng on mutple
commerca y ava abe operatng systems provdes an
ab ity to eas'y ntegrate sop*stcated app cato-

packages nto the conso e functons Connect on to other
plant computers by way of widely accepted network and
software protoco s results in a ncrementally expandab e
vitually hmitless  plantwide apphication  execution
envronment lItis these h gher eve app cat on packages
that coupled with the DCS completes the Strateg ¢ Process
Management arch tecture

SUMMARY

Moving towards a comp ete enterpr se—w de contro and
nformat onsystemw |bethe compet t ve edge forthe 90’s
Max miz ngwnatruns we 1ogay (nOTINrow ng tne baby out
with the bathwater?) atong w th deve op ng tools to match
the corporate structure (not change the structure to match
the tools) are not on y reasonable techn ca so utions but
also economic imperatives Taking advantage of current
techno og es (apphed where they can provde the best
return on investment) and respecting the techncal
d fferences and requ rements between the process contro
network and the nformat on network render the follow ng

saent ponts

e Separate Process and Business Commun cation
Networks

Use a commercialy avalable standard zed Locat
Area Network for high level strategic communica
tons

Use the Process Control Commun cat ons Network
for high speed rap d response h gh secure, rel able,
control commun cat ons

« Network to Network Gateways

Use a high speed gateway to nk the two networks for
non—deterrmun st ¢ data access

Use a h gh speed interface to d rectly connect t me
critical data to commercially available computational
resources

e Dua Network Consoles w th W ndow ng Techno ogy
Imp ement conso es w th access to both the bus ness

nformaton and process contro nformation and
allow the needed secur ty between both
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