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The MESH Control Network Architecture
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The MESH control network is a switched Ethernet network based on IEEE 802.3u (Fast Ethernet) and IEEE
802.3z (gigabit Ethernet) standards.

The MESH control network offers:

4

System scalability by interconnecting Ethernet
switches with 16-ports or more for connecting
stations in a linear, ring, star, inverted tree or
modified tree network topology

Ethernet switches connected in a MESH
configuration; up to 1920 I/A Series® stations

Support for Fast Ethernet (100 Mbps) and Gigabit
(uplink only) Ethernet (1000 Mbps)

Modular uplinks to high-speed backbones using
1 Gb 1000Base-T, 1000Base-SX and
1000Base-LX standards

Software in every station to manage redundant
Ethernet ports in response to network faults

A4

Rapid Spanning Tree Protocol (RSTP) which
manages redundant paths, prevents loops, and
provides high speed convergence time for a
network

High speed response to network and station
faults to provide a highly reliable redundant
network

Full duplex operation based on the IEEE 802.3
standards

Network management and configuration via local
port or Web access for various switches

System Management software for monitoring the
health of The MESH control network and
managing equipment in the system.
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OVERVIEW

The MESH control network consists of a number of
Ethernet switches connected in one of two MESH
configurations - Standard and Security Enhanced
Configuration.

Both configurations of The MESH control network
allow very high availability by providing redundant
data paths and eliminating single points of failure.
The MESH control network is designed to provide
multiple communication paths between any two
devices or stations connected to the network. This
network architecture reduces network complexity,
cost, and maintenance requirements.

The flexibility of the architecture allows you to design
a network configuration that fits the needs of the
control system. Configurations can be as simple as a
workstation and controller connected with a single
switch, or as complex as a multi-switch, fully meshed
Ethernet network, communicating at speeds up to 1
gigabit per second.

The MESH control network architecture integrates
powerful control stations and workstations in a

100 Mb/1 Gb Ethernet network. These control
stations, workstations and networks comprise
scalable systems for process monitoring, process
control and integration with industrial information
management.

High speed, coupled with redundancy and peer-to-
peer characteristics, provides high performance and
availability. Redundant station interfaces to Ethernet
switches further ensure secure communications
between the stations.

SWITCHED ETHERNET CHARACTERISTICS

Standard Fast Ethernet switches and fiber
optic/copper cabling provide versatile, low-cost
solutions for building Ethernet networks using
industry standard protocols. The 16-port or larger
managed Ethernet switches used in The MESH
control network allow connection of multiple control
stations, workstations and other Ethernet switches.

SECURITY ENHANCED CONFIGURATION
FEATURES

The Security Enhanced Configuration provides
additional features beyond those of the Standard
Configuration. Due to the recent advances in switch
network technologies, the Security Enhanced
Configuration of The MESH control network offers
improvements in network security, Loop Detection
and many additional features not offered in the
Standard Configuration.

The Security Enhanced Configuration deploys
specific network topologies and switch
configurations that allows for advanced network loop
detection in the event of a RSTP failure. This
advanced network loop detection minimizes the
potential for a single point of failure that will degrade
communications between devices in the network.
Deploying the advanced network loop detection is
accomplished by carefully designing the network and
correctly deploying the Loop Detection Policy (LDP)
algorithms required for the network design, and by
following the network configuration requirements
provided in The MESH Control Network Architecture
Guide (BO700AZ).

NETWORK TOPOLOGIES
Both standard and Security Enhanced Configurations
of The MESH control network are available. The
Security Enhanced version takes advantage of
features available in higher-end Ethernet equipment
to provide additional security features.
There are several basic MESH control network
topologies supported by the I/A Series system in
each of the Standard and Security Enhanced
Configurations. These are:
» Standard Configuration

* Linear

e Ring

e Star

e |nverted tree

¢ Modified inverted tree



» Security Enhanced Configuration
* Linear
e Star

Inverted tree

Modified inverted tree

Each topology listed has unique features and the one
chosen for a particular control network depends on
the specific requirements of the site or installation.
The following diagrams provide examples of the
different topologies as well as recommendations on
where they might be used.

NOTE: All graphics of switches and media
converters in this Product Specification
Sheet are intended as generic illustrations of
networking concepts and do not necessarily
reflect the currently offered products.

For the current product line of switches, refer
to The MESH Control Network Ethernet
Equipment (PSS 21H-7C3 B4).
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Linear Configuration

The linear configuration is appropriate for a small,
two switch network, as shown in Figure 1. In this
example a failure of any one component in the
network does not affect the operation of the
remaining components due to switch redundancy.

Large chassis switches with hundreds of ports can
be used in a linear configuration to create a large
control system.

Workstation

Fiber Uplink Ports

Gigabit Ethernet over

"“"’ “i ! Control Processor
i | 1=
. LS

Managed Switches

Figure 1. Linear Topology
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Ring Topology Figure 2 illustrates a network composed of six

This topology is suited for networks containing three ~ Managed switches configured in a ring. A network in
to seven switches. As shown in Figure 2, each switch  this configuration is able to maintain its integrity

has connections to the two adjacent switches. The ~ during the failure of:

primary and the backup root switch must be » acable to a CP270 or workstation

connected. In the event of a failed switch, the ring is

broken and the network assumes the characteristics > interconnecting cables within the network

of the linear topology shown in Figure 1. » aswitch within the network

There is a limit of seven (7) switches between any The ring topology cannot be configured with the

two devices on the network, a limit imposed by the Security Enhanced Configuration. When designing
I/A Series system Security Enhanced Configurations, use one of its four

supported topologies.

Workstation

Gigabit Ethernet over
Fiber Uplink Ports

Figure 2. Ring Topology



Star Topology

The star topology is the preferred topology for all
medium and large sized networks. In a star topology,
the switches at the outside edge of the network have
connections to each of the two root switches. The
root switches are connected to each other and to the
edge switches.

Redundant data paths allow the network to continue
to operate if any one component fails.

Figure 3 illustrates a star network containing ten edge
switches and two root switches. In a Standard
Configuration star topology, the switch can support

Gigabit Ethernet over
Fiber Uplink Ports

..........

Edge Switches

Control Processor

ais’

Primary Root

Chassis Managed
Switches
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up to 40 edge switches or, depending on the switch
blade type configuration, the switch can support as
high as 166 edge switches when utilizing 1 Gb
uplinks. In a Security Enhanced Configuration star
topology, up to 166 edge switches can be connected
to the Chassis switches. (Refer to The MESH Control
Network Architecture Guide (BO700AZ) for the
number of switch types allowed in a network.) An
inverted tree topology can be considered if there is a
larger number of edge switches required (up to

250 switches).

Workstation

...........

Edge Switches

Backup Root

16-port or Larger
Edge Switches

Figure 3. Star Topology
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Inverted Tree Topology When deployed in a Security Enhanced

The inverted tree topology is suited for very large Configuration, all switches within the network must
networks with specific physical constraints. In this be switch types that support Loop Detection (LDP).
topology the switches are arranged in tiers, with the ~ These switches are listed in The MESH Control
root switches in the top tier and up to three tiers Network Operation and Switch Installation and
below them. The root switches have redundant Configuration Guide (BO700CA).

connections between them, and the other switches  There can be no more than four-tiers of switches
each have a connection to two of the switches inthe  (including the root) in order to comply with the

tier above them. An inverted tree network topology is /A Series system requirement limiting the number of
illustrated in Figure 4. switches between devices to seven.

Primary Root

Backup Root

TIER 1

Managed Switches Managed Switches

Gigabit Ethernet over
Fiber Uplink Ports

TIER 2 Gigabit Ethernet over
Fiber Uplink Ports

TIER 3

TIER 4

Control

,,,,,, B Workstation
Processor :

Figure 4. Inverted Tree Topology



Modified Inverted Tree Topology

The modified inverted tree topology is suited for very
large enhanced networks with specific physical
constraints and requirements. The modified inverted
tree topology allows for standard qualified (lower
cost) switches to be utilized at the outer edge, which
allows for larger networks to be deployed at a lower
cost. In this topology, the switches are arranged in
tiers, with the root switches in the top tier with up to
three tiers below them. The root switches (Tier 1) are
the only switches in the network that have
connections between switches on the same tier; all
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other switches have two connections to switches in
the tiers above them. All outer edge switches are
interfaced to the network on different tiers (e.g. tier 3
and tier 4). By doing this, all end devices with
redundant connections interface to the network on
different tiers. A modified inverted tree network
topology is illustrated in Figure 5.

There can be no more than four-tiers of switches
(including the root) in order to comply with the

I/A Series system requirement limiting the number of
switches between devices to seven.

Primary Root

TIER 1
Core
Switches

Secondary Root

Core
Switches

TIER 2

Gigabit Ethernet over
Fiber Uplink Ports

Gigabit Ethernet over
Fiber Uplink Ports

Control
Processor

..........

Figure 5. Modified Inverted Tree Topology
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THE MESH CONTROL NETWORK
CONFIGURATION EXAMPLE

The MESH control network utilizes Fast Ethernet
switches which are configured to form a highly robust
redundant network. Figure 6 shows an example with
several I/A Series stations connected redundantly to
The MESH control network.

Workstations are also redundantly connected to the
Fast Ethernet switches.

The Field Control Processor 270 (FCP270) is a single
or fault-tolerant control processor that mounts on a
baseplate and provides a communication interface
between the FBMs and The MESH control
network.The FCP270 connects to The MESH control
network via standard fiber optic 100 Mbps Fast
Ethernet.

The Z-Module Control Processor 270 (ZCP270) is a
single or fault-tolerant control processor that mounts
in a 1x8 or 2x8 mounting structure. The ZCP270
connects to The MESH control network via fiber
optic cables. The Fieldbus Communications Module
(FCM100Et or FCM100E) provides interface between
the ZCP270 and the FBMs. The FCM100Et and
FCM100E are available as a single or redundant
modules.

Fieldbus Modules (FBMs) serve as an interface
between the field devices and the I/A Series control
station. They perform necessary data conversion,
providing full support for analog measurement,
discrete sensing, analog or discrete control and
digital communication.
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Figure 6. The MESH Control Network Example
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FOR MORE INFORMATION

For additional information describing The MESH control network, refer to The MESH Control Network
Ethernet Equipment (PSS 21H-7C3 B4). For more information on designing The MESH control network, refer
to The MESH Control Network Architecture Guide (BO700AZ).

FUNCTIONAL SPECIFICATIONS

Number of I/A Series Stations

I/A Series stations including Ethernet switches, 1920
maximum (FCM100Et and FCM100E not included in
count). Up to 250 switches.

Number of IP Addresses
10,000 maximum includes switches, controllers,
workstations, ATSs, FCM100Ets and FCM100Es

Standards Supported

Full duplex operation, 100Mbps copper and fiber
cable, modular uplinks using 1 Gb 1000Base-T,
1000Base-SX and 1000Base-LX standards

Number of Ethernet Switches Between Any Two
Stations
Seven maximum

Speeds Supported
Fast Ethernet (100 Mbps) and uplink Gigabit Ethernet
(1000 Mbps)

Network Failover Time

Typically a failover time of less than 1 second is
achievable using fast ethernet switches qualified and
supplied by Invensys and configured in accordance
with I/A Series documentation.

I/A Series Station Switchover Time
Typical, less than 1 second
Maximum, 3 seconds

Protocols Used

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP),
IEEE 802.1d Spanning Tree,

|IEEE 802.3 Ethernet,

|IEEE 802.3u Fast Ethernet,

|IEEE 802.3z Gigabit Ethernet,

IEEE 802.3ad Link Aggregation

PHYSICAL SPECIFICATIONS

Cable Lengths

INTERCONNECTING STATIONS OR ETHERNET
SWITCHES

CAT5®
100Base-TX or 1000Base-T; 100 m (328 ft)
maximum
Fiber optic:
100Base-FX
MMF, 2 km (6,560 ft) maximum
1000Base-SX
MMEF, 275m (900 ft) maximum
1000Base-LX
MMF, 2 km (6,560 ft) maximum
SMF, 10 km (6.2 miles) maximum

TOTAL CONNECTION LENGTH ALLOWED
BETWEEN SWITCHES

Single mode fiber (SMF)
10 km (6.2 miles) maximum

Multimode fiber (MMF)
2 km (6,560 ft) maximum
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