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About This Document

Provides guidelines and procedures for installing an Ethernet supervisory network for
communications between an Experion Server and C200 Controller. Not all control hardware
configurations are compatible with an Ethernet network.

Release Information
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About This Document
Symbol Definitions

Symbol Definitions

The following table lists those symbols used in this document to denote certain conditions.

Symbol Definition

ATTENTION: Identifies information that requires special
consideration.

TIP: Identifies advice or hints for the user, often in terms of
performing a task.

REFERENCE -EXTERNAL.: Identifies an additional source of
information outside of the bookset.

REFERENCE - INTERNAL: Identifies an additional source of
information within the bookset.

[, »
@ © 2 &

CAUTION Indicates a situation which, if not avoided, may result in equipment
or work (data) on the system being damaged or lost, or may result in
the inability to properly operate the process.

CAUTION: Indicates a potentially hazardous situation which, if not
avoided, may result in minor or moderate injury. It may also be used
to alert against unsafe practices.

>

CAUTION symbol on the equipment refers the user to the product
manual for additional information. The symbol appears next to
required information in the manual.

WARNING: Indicates a potentially hazardous situation, which, if not
avoided, could result in serious injury or death.

B>

WARNING symbol on the equipment refers the user to the product
manual for additional information. The symbol appears next to
required information in the manual.

R300.1 Experion Ethernet Module Implementation Guide v
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About This Document
Symbol Definitions

Symbol

Definition

B @B B >

||F

1

WARNING, Risk of electrical shock: Potential shock hazard where
HAZARDOUS LIVE voltages greater than 30 Vrms, 42.4 Vpeak, or
60 VDC may be accessible.

ESD HAZARD: Danger of an electro-static discharge to which
equipment may be sensitive. Observe precautions for handling
electrostatic sensitive devices.

Protective Earth (PE) terminal: Provided for connection of the
protective earth (green or green/yellow) supply system conductor.

Functional earth terminal: Used for non-safety purposes such as
noise immunity improvement. NOTE: This connection shall be
bonded to Protective Earth at the source of supply in accordance
with national local electrical code requirements.

Earth Ground: Functional earth connection. NOTE: This
connection shall be bonded to Protective Earth at the source of
supply in accordance with national and local electrical code
requirements.

Chassis Ground: Identifies a connection to the chassis or frame of
the equipment shall be bonded to Protective Earth at the source of
supply in accordance with national and local electrical code
requirements.

vi
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Introduction

Overview
Abstract

The Experion system supports supervisory level communications over an Ethernet
network using the Transmission Control Protocol/Internet Protocol (TCP/IP) suite of
protocols.

While Ethernet TCP/IP is used worldwide in general industrial and office environments,
it has only recently been introduced as a viable communications media for control
components on the plant floor due to performance enhancements in switching
technology.

K‘H REFERENCE - EXTERNAL
\-d For more information about the use of Ethernet for industrial control, please
refer to the Ethernet White Paper on the Allen-Bradley web site:

http://www.ab.com

The Experion Supervisory Ethernet network requires switches to minimize the number of
data collisions and deferred transmissions.

It may not be appropriate to use Ethernet communications in high-
CAUTION speed control applications.

Be sure your control application can tolerate occasional fluctuations
in inter-message timing and message response time.

R300.1 Experion Ethernet Module Implementation Guide 1
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Introduction
Overview

Functional Overview and Guidelines

Figure 1 shows a basic Experion system topology using a Supervisory Ethernet network.
The Experion system still provides the same configuration, control, and monitor
functions as it does with a Supervisory ControlNet network. However, the following
guidelines are unique to Supervisory Ethernet networks.

e Use only non-redundant Controllers - Controller redundancy is not supported.

e The same Experion Server cannot support simultaneous ControlNet and Ethernet
communications to different C200 Controllers.

e Must use a downlink ControlNet module to support remote I/O over a ControlNet
segment.

e Redundant Ethernet media is not supported.

Ethernet

Stations Redundant

Servers

Supervisory Ethernet

Non-Redundant Non-Redundant Non-Redundant Non-Redundant
Hybrid Controller Hybrid Controller Hybrid Controller Hybrid Controller
El

lCNI EN\ EN\ lCNl

CNI\AH 1/0 ControlNet

Remote_l/O
ENI = Ethernet Module Chassis

CNI = ControlNet Module

Figure 1 Basic Experion Supervisory Ethernet Topology
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Introduction
Getting Started

Getting Started

Identifying network requirements

The following table identifies the hardware and software components needed to
implement a Supervisory Ethernet network.

Component Description Vendor

Network Interface Card Provides an RJ-45 port | 3Com model 3C905B-
for 10Mbps Ethernet Combo 10/100 NIC*
over category 3, 4, or 5
unshielded twisted pair
cable or 100 Mbps Fast
Ethernet over category 5
unshielded twisted pair

cable

Network Switch Provides 10/100Mbps Nortel Networks BayStack
switching capabilities with 450-12T 12- port fast
autosensing ports for Ethernet switch*

connecting Experion
Server to the supervisory
network.

Ethernet Communications Provides an RJ-45 port for | Honeywell model
Interface Module 10/100Mbps Ethernet TC-CENO021
(Ethernet module) over category 5
unshielded twisted pair
cable for connecting C200
Controller to the
supervisory network

ﬂ ATTENTION

The model TC-CEN021 Ethernet module is a direct replacement for the
previous TC-CENO011 model. However, the TC-CEN021 module does not
include an Access Unit Interface (AUI) type connector nor a front panel door,
and its RJ-45 port is located on the bottom of the module. If you are currently
using a TC-CENO11 module with an AUI type connection, you will have to
convert to a RJ-45 type connection to replace it with a model TC-CEN021

module.
Experion Software Provides Engineering Honeywell - Specify
Tools, Server/Client, and desired release version.
RSLinx components
R300.1 Experion Ethernet Module Implementation Guide 3
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Introduction
Getting Started

* You may achieve comparable results with other compatible products. We recommend
using managed type network switches, since they provide diagnostic capability.

Determining wiring requirements

You will need category 3 and 5 unshielded twisted pair cable to connect the Ethernet
module and NIC to switch ports. Be sure the cable is appropriate for your planned
routing method and meets both national and local electrical and fire codes.

We suggest that you work with a cable manufacturer to select the wiring that meets your
particular installation requirements. If you have access to the Internet, you can visit the
Belden Wire and Cable Company web site at http://www.belden.com/ for helpful
technical data on a wide variety of wire and cable types.

Locating reference documentation

The main source for Experion documentation is the online Knowledge Builder. It is
provided on a separate CD with the Experion software. Once this documentation is
loaded, you can access it through the Control Builder application or directly through the
Windows Program menu in the Performance Support Tools folder.

You should also have the manufacturer's documentation provided with any third-party
products.

Starting point assumptions

We assume that the current software is running on your Experion Server. This includes
the OEM version of the RSLinx software, which requires loading the "Activation Key"
from the Master diskette provided with the software. If you need to load the current
Software, please refer to the Experion Software Installation and Upgrade Guide for
details.

We assume that you have a working knowledge of Ethernet and the TCP/IP protocol.

F‘H REFERENCE - EXTERNAL

) For more information about TCP/IP and internetworking, refer to:

e Internetworking with TCP/IP —Vol. 1, 2"ed., by Douglas E Comer (ISBN
0-13-216987-8)

e The Ethernet Management Guide — Keeping The Link (ISB 0-07-046320-
4)

e An Introduction to TCP/IP (ISBN 3-540-96651-X)

e Computer Networks by Andrew S. Tanenbaum (ISBN 0-13-162959-X)

4 Experion Ethernet Module Implementation Guide R300.1
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Conventions

Conventions

Terms and type representations

The following table summarizes the terms and type representation conventions used in

this Guide.
Term/Type Meaning Example

Representation

click Click left mouse button once. Click the Browse button.
(Assumes cursor is positioned on
object or selection.)

double-click Click left mouse button twice in quick Double click the Station
succession. (Assumes cursor is icon.
positioned on object or selection.)

drag Press and hold the left mouse button Drag the PID function
while dragging cursor to new screen block onto the Control
location and then release the button. Drawing.
(Assumes cursor is positioned on
object or selection to be moved.)

right-click Click right mouse button once. Right-click the AND
(Assumes cursor is positioned on function block.
object or selection.)

<F1> Keys to be pressed are shown in Press <F1> to view the
angle brackets. online Help.

<Ctrl>+<C> Keys to be pressed together are Press <CtrI>+<C> to
shown with a plus sign. close the window.

File->New Shows menu selection as menu name | Click File->New to start
followed by menu selection new drawing.

>D:\setup.exe< Data to be keyed in at prompt or in an | Key in this path location
entry field. >D:\setup.exe<.

R300.1
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Installation

Ethernet Network Components

ﬂ ATTENTION

Be sure you review the Preinstallation Considerations and approval body
notifications included in the Control Hardware Installation Guide in
Knowledge Builder before you install any Experion system component.

Installing Network Interface Card (NIC)

Follow the manufacturer's instructions to install the NIC in the Experion Server and load
the accompanying driver software. If you are installing the 3Com model 3C905B-
COMBO and have Internet access, you may visit their web site at http://www.3com.coml
for additional information.

Installing Ethernet switch

Follow the manufacturer's instructions to install the switch. If you are installing the
Nortel Networks BayStack 450-12T switch and have Internet access, you may visit their
web site at http://www.nortelnetworks.com for additional information.

Connecting NIC to switch

Follow the manufacturers' instructions to connect a category 5 unshielded twisted pair
cable between the NIC and the switch. Be sure the NIC and switch port have matching
speeds of 100Mbps and "duplex" by using autonegotiation or manual configuration.

R300.1 Experion Ethernet Module Implementation Guide 7
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Installation
Ethernet Network Components

Installing Ethernet module

ﬂ ATTENTION
The following procedure is also included in the Control Hardware
Installation Guide in Knowledge Builder. It is repeated here for convenient
reference only.

Use the following procedure to insert the Ethernet module into the chassis. This
procedure assumes that the chassis and power supply have already been installed. See the
Control Hardware Installation Guide for more information on chassis and power supply

installation.
Step Action
1 Align the module’s circuit board with the top and bottom chassis guides for the

planned slot location. Typically, slot 0 is reserved for the Ethernet module.

(Remember that slot numbering is zero-based and the left most slot is number
“0”)

Align the circuit board with top
and bottom guides in the chassis.

Circuit board

8 Experion Ethernet Module Implementation Guide R300.1
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Installation
Ethernet Network Components

Step Action

2 Slide the module into the chassis, until the module’s locking tabs “click” into
position. The module is fully installed when it is flush with the power supply or
other installed modules.

3 Repeat Steps 1 and 2 to install other Ethernet modules, as required.

4 Go to the next Section Attaching Ethernet cables.

R300.1 Experion Ethernet Module Implementation Guide 9
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Installation
Ethernet Network Components

Attaching Ethernet cables

@ WARNING
Unless the location is known to be non-hazardous, do not:

e connect or disconnect cables,

e install or remove modules,
while the Control system is powered.

The Ethernet module has a RJ-45 socket for network cable connections, as shown in
Figure 2.

Front View Side View Backplane

Connector
o . ? . [
ront

) . || Fane E D)

= I

0
0

T oK

&

3

Ay A
o Ethernet j
Address
RJ-45 Cable (Inside) Backplana
Connector locate d— . Connector
on underside of module Bottom View

= r

=200 ~CF

Figure 2 Front view of Ethernet module with view of RJ-45 connector.
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Installation
Ethernet Network Components

Use the following procedure to connect the network cable between the switch port and
the Ethernet module port.

Step Action

1 Be sure the cable connector is wired as shown in the following diagram.

1D+

TD-

RD+

NC |:
NC

RD-

NC RJ 45
B— NC

2 Plug the RJ-45 cable plug into the socket on the bottom of the module, so it
locks in place.

3 Connect the other end of the cable to the Ethernet switch port. Be sure to
make all Supervisory Ethernet network connections.

R300.1 Experion Ethernet Module Implementation Guide 11
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Configuration

Setting Up Drivers and IP Addresses

IP Address Recommendation

There are 273 IP networks reserved for private networks. The addresses are 10.0.0.0,
172.16.16-31.0, and 192.168.0-255.0. They can be used by anyone setting up internal IP
networks, such as a lab or home LAN behind a NAT or proxy server or a router. None of
these networks will conflict with any networks addressable on the Internet. These
addresses are defined in RFC 1918.

We recommend using one of the 192.168.x.0 Private Class C internet networks for the
Supervisory Ethernet network.

ﬂ ATTENTION

Check with your organization's network administrator to identify specific
addresses that may be available at your facility. While there will be no conflict
with Internet networks, you organization may already use one or more of the
private networks for internal purposes.

About BOOTP

The Experion Control Data Access (CDA) server includes a BOOTP (Bootstrap protocol)
server. The BOOTP is low-level protocol that provides configuration to other nodes on a
TCP/IP network with Windows operating system. The BOOTP configuration files let you
automatically assign IP addresses to the Ethernet module. You can also obtain subnet
masks and gateway addresses from BOOTP.

The Ethernet module factory default setting is BOOTP enabled. Upon power up, the
Ethernet module sends a message to the BOOTP server on the network with its physical
(or MAC) address. The server compares the MAC address to those in its look-up table in
the configuration file and sends a message back to the module with the appropriate IP
address.

R300.1 Experion Ethernet Module Implementation Guide 13
5/06 Honeywell



Configuration
Setting Up Drivers and IP Addresses

About IP Address Classes

The IP address identifies each node on the IP network (or system of connected networks).
Each TCP/IP node on a network (including the Ethernet module) must have a unique IP
address.

The IP address is 32 bits long and has a net ID part and a host ID part. There are three
network classes A, B, and C that determine how an IP address is formatted. The Class A
address format is one byte net ID and three bytes host ID with the highest order bit
always set to 0. The Class B format is two bytes net ID and two bytes host ID with the
two highest order bits set to 10. The Class C format is three bytes net ID and one byte
host ID with the three highest order bits set to 110.

Each node on the same physical network must have an IP address of the same class and
must have the same net ID. Each node on the same network must have a different host ID
to give it a unique IP address.

You can distinguish the class of an IP address based on its first integer. The range for a
first integer in a Class A address is 0 to 127, 128 to 191 for a Class B address, and 192 to
223 for a Class C address.

ﬂ ATTENTION

The address 127.0.0.0 is reserved for loopback functions and is not
considered to be a network address.

14
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Configuration
Setting Up Drivers and IP Addresses

Checking NIC settings

ﬂ ATTENTION

Users are responsible for making the correct IP address assignments for the
addressable components used in their planned Supervisory Ethernet
networks.

Use the following procedure to check the NIC configuration settings.

Step Action Result
1 Right-click the My Network Places Calls up the Network and Dial-up
icon on the Desktop and click Connections window.

Properties in the popup menu.

Open
Explore
Search for Computers...

Map Netwaork Drive,..
Disconneck Metwork Drive, .,

Create Shortout
Remame

R300.1 Experion Ethernet Module Implementation Guide 15
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Configuration
Setting Up Drivers and IP Addresses

Step Action

Result

{4 Metwork and Dial-up Conmeckéons

| #mpuk - = - G| @seoch [hPoders (fMotory B0 G0 X = [EH-

| Ak ess ) nietwerk and Chsup Cornections =| e
| . PH = ]
= ; ZkEh =3, gy
L@ Ll 5@ L L L
- s Maks New  Backup Plank  Primary Plant  Suparvisory
HEtWﬂrk End Diﬂ" Connection Informah. . Informabio. .. Corérol
Webwsark:
up Connections
This Folider containg natwork
ponrdckions for this compuber, snd
& wizard bo halp voi) create A new
COnras ko,
To creabs a newe oonneckion,, click
Make New Connection.
T apen & cannsction, dids i ko, =
|2 chisct(zd A

2 Right-click the Supervisory Control
Network icon or file, and click
Properties in the popup menu.

3 With Ethernet NIC listed in the
"Connect using" field, click the
Internet Protocol (TCP/IP) icon in the
"Components . . . connection" list
box and click the Properties button.

4 Click the "Use the following IP
address" radio button.

Calls up the Local Area Connection
Properties dialog.

Calls up the Internet Protocol
(TCP/IP) Properties dialog.

Selects the function and activates
the IP address, Subnet Mask, and
Default gateway fields.

16 Experion Ethernet Module Implementation Guide
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Configuration
Setting Up Drivers and IP Addresses

Step Action Result

General

Y'ou can get IP zettings azsigned autamatically if your netwark, supparts
thiz capability. Othemwize, vou need o ask pour nebwork, administratar for
the appropriate [P zettings.

£~ Obtain an IP address automatically

* Use the following IP address:

IP address:
Subnet mazk:

D efault gateway:

With the cursor in the "IP address"
field, key in the IP address for the
NIC. For example, 192.168.1.20.
Press <Tab>.

Key in the Subnet mask address.
For example, 255.255.255.0. Press
<Tab>.

Leave this field blank as well as the
DNS address fields in the next
section and click the OK button.

Click the OK button.

Moves cursor to the "Subnet mask"
field.

Moves cursor to "Default gateway"
field.

Closes the IP Properties dialog box
and returns to the Local Area
Connection Properties dialog.

Closes the dialog box and returns to
the Network and Dial-up
Connections window.

R300.1
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Configuration

Setting Up Drivers and IP Addresses

Step

Action Result

9

10

With Supervisory Control Network Calls up the Advanced Settings
icon still selected in the Network and dialog.

Dial-up Connections window, click

Advanced->Advanced Settings.

&dvanced  Help

Cperator-Assisked Dialing
Dialup Preferences. ..

[ [ |

Metwork Identification. ..
B Advanced Settings. ..
Cptional Metwarking Components. ..

Advanced Setkings i ] 1l

Adapters and Bindings | Frovider Order |

Cormactions sisfistad in the ande: i which they are secazeed by
D5 and obives nebeark services,

Connechons:

M Primary Plart Infoemation Mtk

- Backup Plant Infommastion Mebwark

Suparisony Contngl Mebeark

HE

@[Humutaﬁ.cms cornactions

Bndngs for Superazony Control Mebeod:
Fiks and Prinker Sharing fos Microsoft Mebaor:
3™ Intesmet Pectocol [FLPAR)
) S Chent I Mazapaadl MNatwesks
%™ Intesnet Protocel [TOPAF)

e
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Configuration
Setting Up Drivers and IP Addresses

Step Action Result
11 In the Adapter and Bindings tab, Confirm that the order of the
check that the Supervisory Control adapters in the Connections list box
Network is listed as the last adapter is as follows.
in the binding order for TCP/IP ) .
Protocol shown in the Connections e Primary Plant Information
list box. Use the Up or Down arrow . Backup Plant Information
button on the right-hand side of the Network (Redundant Servers
list box to move the selected adapter only)
to the desired position.
. Supervisory Control Network
(Using Ethernet media)
(Note that the network names shown
here are for example purposes only
and your network names may be
different. In either case, be sure the
order is as shown above.)
12 With the Supervisory Control Reserves the Supervisory network
Network entry in the Connections list ~ for Control traffic only.
box selected, verify that the
checkbox for the File and Printer
Sharing for Microsoft Networks
listing in the Bindings for Supervisory
Control Network list box is blank.
13 Click the OK button. Closes the dialog box and applies
the settings.
14 Click File->Close and go to the next Closes the Network and Dial-up

section Configuring and setting IP
address for ETHERNET MODULE.

Connections window.

Experion Ethernet Module Implementation Guide 19
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Configuration
Setting Up Drivers and IP Addresses

Configuring and setting IP address for Ethernet module

Use the following procedure to configure the IP address for the Ethernet module in the
BOOTP configuration file and then set the address in the Ethernet module.

Step Action

1 Using Windows NT Explorer, locate the bootpdata.txt file in this directory
location c:\Program Files\Honeywell\Experion\Engineering Tools\ system\bin
on the non-redundant Server or SERVERB node of a redundant pair.

E bootpdata_txt - Hotepad M= 3
File Edit Seach Help
#This file is used by the BOOTP Server (incorporated in the CDA Server) =]

#ito configure a Ethernet module.

#Enter the Ethernet MAC Address, the corresponding IP Address, Subnet Mask
ttand Gateway Address in the format shown in the example below.

#D0 NOT use TABs.

#The hash # stands for a comment, do not use it for a real entry.

#MAC ADDR IP ADDR SUBHET MASK GATEWAY ADDR

H#Example
#080.80.bc.03.64.b4  192.168.1.1 255.255.255.8

#tndd details for additional modules here

20 Experion Ethernet Module Implementation Guide R300.1
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Configuration
Setting Up Drivers and IP Addresses

Step Action
2 Edit the file to include the MAC address listed on the label on the inside of the
Ethernet module. Be sure to enter the address as shown with any leading
zeros.

: | [.1

C ]

(O]

LLI1L:
MAC IR
(Ethernet)
Address
3 Add the assigned IP address to the file in the format shown.

4 Add the Subnet Mask to the file in the format shown.

R300.1
5/06
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Configuration

Setting Up Drivers and IP Addresses

Step

Action

5

10

Leave the Gateway address field blank. The following illustration shows
sample address entries for example purposes only.

B bootpdata_txt - Notepad [_ (O] x|
File Edit Search Help

#This file is used by the BOOTP Server (incorporated in the CDA Server) =]
#ito configure a Ethernet module.

#Enter the Ethernet MAC Address, the corresponding IP Address, Subnet Mask
#tand Gateway Address in the format shown in the example below.

#D0 HOT use TABs.

#iThe hash # stands for a comment, do not use it for a real entry.

#HMAC ADDR IP ADDR SUBHET HMASK GATEWAY ADDR

#Example
#08.808.bc.83.64.b4 192 .168.1.1 255.255.255.0

#Add details for additional modules here

08.80.bc.83_.41.63 192 168 .1.5 255.255.255.08

Repeat Steps 2 to 5 for each Ethernet module in the system.

Click File->Save to save the address entries in the file. Click File->Exit to
close the text editor.

Make a copy of this file to overwrite the bootpdata.txt file in this directory
location c:\Program Files\Honeywell\Experion\Engineering Tools\system\bin
on the SERVERA node of a redundant pair.

Be sure all Experion services (ER Server, CDA Server, and System
Repository) are running on the Server. Cycle power to the Ethernet module to
register the addresses configured in the BOOTP text file in the Ethernet
module itself.

Go to the next section Configuring additional RSLinx drivers.
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Configuring additional RSLinx drivers

ATTENTION

You must configure one Ethernet Driver for each C200 Controller in the
system. If you add a C200 Controller to an existing redundant Server system
on the Supervisory Ethernet network, you must configure identical RSLinx
drivers on both SERVERA and SERVERB before you can configure and load
a CPM block to the C200 Controller through Control Builder.

Use the following procedure to configure another RSLinx driver. This is the same
procedure used to configure the initial driver when the RSLinx software was installed. It
is repeated here for convenient reference only.

Prerequisites

e RSLinx software is installed and activated in the OEM mode and you have already
configured a RSLinx driver.

e You must configure a Remote Access Service (RAS) server and client before you
can establish a RAS connection to the RSLinx Gateway. See the on-line help
supplied with the RSLinx application for more information.

Step

Action

1

On non-redundant Server or SERVERB node of redundant pair, click the
Start button on the tool bar. Click Programs->Rockwell Software->RSLinx-
>RSLinx to open the application interface window.

R300.1
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Step Action

2 Click Communications->Configure Drivers to call up the Configure Drivers
dialog box.

% Rockwell Software RSLi [_ o] x]
File Edit “iew ENGGGTEITGEE Station DDE/OPC  Secunty  “Window  Help

Configure Client spplications. .
Configure CIE Optiohz...
Configure G ateway...

Diiver Diaghnostics. ..
CIP Diagnostics. ..
G ateway Diagnostics. ..

Configure communication hardware |CaF | | [ 06/29/00
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Step Action

Click the 3 arrow button in the Available Driver Types field and select
Remote Devices via Linx Gateway from the list.

Configure Drivers )

— Avwvailable Driver Types:

|:|:
b

Cloge
=] ddd New... |

|_[R5-232 0F1 devices Hep |
Ethemet devices

— O Ethemet/IP Driver
1784-KTKTH[D)/PETAD)PCME for DH+/DH-485 devices
1784-KTC[) for ContralM et devices Status
DF1 Polling Master Driver Runi Configure. ..
1784-PCC for ControN et devices Running e
1784-PCICIS) for ControlMet devices =
1747FIC / AIC+ Driver E“””!”g ﬂl
CF1 Slave Driver Hﬂ:z::g
5-5 50/502 for DH+ devices Start
Wirtual Backplane [SoftLogix58xs) _4‘3['
Devicelet Dirivers (1784-PCDAPCIDS AFFORFD SDNPT divers)
PLC-S ([DH+) Ernulatar driver Stop |
SLC 500 [DH485) Emulator driver
Softlogixd driver Delete |

Femoate O via Linx Gateway

4 . Click the Add New button.

. Key in the desired driver name or accept the displayed default name
TCP-1.

Add New RSLinx Driver =]

Chooze a name for the new driver.
[15 characters masimum]

ITI:F' - Cancel |

. Click the Ok button.
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Step Action

5 On the Driver Selection tab of the Remote Devices via Linx Gateway
dialog box, click the Browse button to initiate an automatic scan of the
Supervisory Ethernet network for available Ethernet modules or key in the
Ethernet module's IP address in the address field.

Configure Remote Devices via Linx Gateway 2x|

Diriver Selection | Configure Browser I

Device Mame: ITEF‘-'I

Server's |P Address or hosthame: ||

Server Mame:

Remote driver name:

(] I Cancel Apply Help

6 Click the OK button to close the dialog box.
7 . Wait for the new driver to be initialized and status to change to Running.

. Click Close to exit the Configure Drivers dialog box.

8 Repeat Steps 2 to 7 for other Ethernet modules in the system, as required.
9 Click File-> Exit to close the RSLinx window.
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Step Action
10 If applicable, repeat this procedure on the SERVERA node of a redundant
pair.
11 Go to the next section Disabling BOOTP on Ethernet module.
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Disabling BOOTP on Ethernet module
Use the following procedure to disable the BOOTP function on an Ethernet module.

Step Action
1 Click the Start button in the taskbar to open the menu and click the Run
selection
2 . Key in this command in the Open entry field >ntools -u -e<. (Note that

this will start the RSLinx and driver services for system communications, if
they are not already running.)

Run |

Type the name af a program, folder, or document, and
whindoves will open it fiar pou.

Open: Intu:u:uls -U-E j
¥ | Bumin Sepanate Meman Space

k. I Cancel | Browse... |

. Click the OK button to launch the Network Tools application.

. Click the OK button to acknowledge warning about monitoring through
Control Builder

’ [
Click the Resume button J‘v in the toolbar to initiate network scan.
4 When network nodes appear under the Desktop tree icon, click the desired
Ethernet module name icon and wait for a graphic representation of the
chassis containing this Ethernet module to appear in the View pane.
5 Click the Ethernet module in the chassis display to select it.
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Step Action

Click Device->Set IP Address to open the dialog box.

. Check the IP Address, Subnet Mask, and Gateway Address settings for
this Ethernet module in the corresponding fields in the dialog box. Do not
change an IP address through this dialog box.

. Click the Enable BOOTP checkbox to clear the check mark from the
box. This disables the BOOTP function on the Ethernet module.

as Hehwnrk Tonl:

Click OK to close the dialog box and initiate the change.

hebuork ] oos  Hetwork WMERLEN Yiew Help

Gl'\’l'ﬁ"l@lﬁl Shows Mocule Detals. .
E% Desklug

- Fm

Chowy EHl Stats
St Shar
Shiuvy Biiedle Fathy Stats.

Gave Erasbloch.
Sare Betenlun Data

Eesave
Stat

Shin SR [ =fAlx

Lpdale Tirnwars from Cie...
Er:et

Eharge Cariney 2 Earaeters,

F7
7o
Collizions | Dreferred Trarsmissions |
2 7
2 7
7

1
Sat IP Addraszs

17 Acdr=ss
Suanct Mas<

Gatewsy Addrass

Enable BOOTP

IEE‘IBB. 1.3
I?F.H PRRAER N

noo.1.0

r

Set PAdde:s

i

|Poling: Mod.le 12 n _ocal Chassis

|EtherMet roce 2

ATTENTION

When the BOOTP function is disabled, the Ethernet module remembers its
configuration and uses it on the next power up. The Ethernet module also
remembers its current slot location in the chassis. If you move this Ethernet
module to another slot location in the chassis, it reverts to the BOOTP enable
state and resets the IP Address, Subnet Mask, and Gateway settings to zeros
(0). In this case, you must Cycle power to the Ethernet module to re-register
the addresses configured in the BOOTP text file in the Ethernet module
again.
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Step Action

7 Repeat Steps 4 to 6 to disable BOOTP on another Ethernet module, if
applicable.

8 Click NetworkTools->Exit to close NTOOLS.

9 This completes the Supervisory Ethernet network setup. Continue with other
Experion operations as outlined in Knowledge Builder.
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Checking Module Operating Status

Interpreting NET (Network) Status Indicator

Use the following table to interpret possible NET status LED states.

State

Status

Description

Off

Not Powered,

No IPAddress

Module is not powered, or does
not have an IP address.

. Verify there is chassis power
and the module is completely
inserted into the chassis and
backplane.

. Make sure the module has
been configured.

Flashing Green

No Connections

Module has obtained an IP
address, but has no established
connections.

Green CIP Connections Module has an IP address and at
least one established connection.

Flashing Red Connection Timeout One or more of the connections in
which the module is the target has
timed out.

Red Duplicate IP Address Module has detected that its IP

address is already in use. Assign
a unique IP address to the
module.

Interpreting LINK Status Indicator

Use the following table to interpret possible LINK status LED states.

State Status Description
Off No data transmission Module is not ready to
communicate.
Green Ready Module is ready to communicate.
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State

Status

Description

Flashing Green

Data transmission in
progress

Module is communicating over the
network.

Interpreting OK Status Indicator

Use the following table to interpret possible OK status LED states.

State

Status

Description

Off

No data transmission

Module does not have 24Vdc
power. Verify there is chassis
power and the module is
completely inserted into chassis
and backplane.

Green

Operational

Module is operating correctly.

Flashing Green

Standby

Module is not configured.

Red

Major Fault

An unrecoverable fault has been
detected. Recycle power to the
module. If this does not clear the
fault, replace the module.

Flashing Red

Minor Fault

A recoverable fault has been
detected. This could be caused by
an error in the configuration.

Flashing Red and
Green

Self Test

Module performing power-up self-
test.
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